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Civil investigative demands (CIDs) allow the U.S. Department of Justice (DOJ), the Federal Trade 
Commission (FTC), the Consumer Financial Protection Bureau (CFPB), and other federal agencies to 
require individuals and businesses to disclose an extraordinary amount of information during 
federal investigations. Since the grounds for challenging CIDs are limited, most CID recipients must 
find a way to comply. However, there are options available, and mistakes made while responding 
to CIDs can be costly. To protect themselves, individuals and businesses that have received CIDs 
should seek legal representation promptly.
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7 CRITICAL FACTS FOR INDIVIDUALS AND 
COMPANIES THAT HAVE RECEIVED FEDERAL CIDS

1If you have received a CID, either individually or in your capacity as a 
company executive or records custodian, this might mean that you or your 
company is the target of a federal investigation. However, this is not 
necessarily the case—the DOJ, FTC, CFPB, and other federal agencies use 
CIDs to collect information from potential witnesses as well.

Upon receiving a CID, in addition to noting all of the pertinent deadlines 
(more on this below), one of the first steps that should be taken is to 
determine whether you or your company is the focus of the government’s 
inquiry. From examining the wording of the CID to making contact with the 
federal agents handling the investigation, there are a number of ways our 
attorneys can do this on your behalf. 

If You Have Received a CID, You Might 
Be the Target of a Federal Investigation
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2Although federal agencies use CIDs to investigate a multitude of different 
federal civil offenses, a significant percentage of all CIDs relate to 
investigations under the False Claims Act. The False Claims Act makes it a 
federal offense to submit any “false or fraudulent” claim for payment from 
the federal government, and it applies to government contractors, 
Medicare and Medicaid health care providers, and various other private 
parties.

Many (But Not All) CIDs Involve 
Investigations Under the False 
Claims Act
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3Once you receive a CID, your obligations begin immediately. In order to 
avoid being held in civil contempt, you must preserve all responsive 
records so that they can be produced to the federal government. This 
means promptly implementing what is commonly known as a “legal 
hold,” which must be designed to ensure that all electronic and 
hardcopy files are protected against deletion or destruction. For many 
businesses, this includes not only files stored locally and in the cloud, 
but with third-party storage providers as well.

CID Recipients Must Preserve 
Responsive Records in Order to 
Avoid Being Held in Civil Contempt



4All CIDs impose tight timelines, and CID recipients must be prepared to 
comply with these deadlines unless and until they receive authorization 
to submit a delayed response. In certain scenarios, failure to submit a 
timely response will result in the waiver of your right to challenge the 
CID. For example, if you received a CFPB CID, you must schedule a time 
to “meet and confer” with agency personnel within 10 days, and you 
must file a petition to modify or set aside the CID within 20 days. If you 
fail to assert the necessary challenges by either of these deadlines, then 
you will lose the ability to assert them at a later date.

If all of this is starting to sound overbearing, you are starting to get the 
picture. Dealing with a CID can be an extremely time-consuming and 
encumbering process for targets, suspects, and witnesses, and 
mistakes during the process can have severe implications. 

CIDs Require Timely Action, and 
Failure to Act Promptly May Result in 
a Waiver of Your Rights
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A civil investigative demand is a form of “administrative subpoena;” 
and, as such, the agencies that issue them enjoy broad discretion in 
crafting demands to meet the needs of their investigations. As a result, 
CID recipients can only challenge the issuing agency’s demands on four 
potential grounds:

The demand creates an “undue burden” in light of the scope and 
nature of the investigation and the volume of information being 
requested.

The demand seeks information that is irrelevant to the agency’s 
investigation.

The demand seeks information that is already within the 
investigating agency’s possession.

The investigating agency abused the judicial process.

Additionally, even if a challenge is successful, the challenge is only likely 
to result in the CID being modified. It would take highly unusual 
circumstances for a CID to be quashed in its entirety with no follow-up 
demand for information

Even if Successful, a Challenge to a 
CID is Unlikely to Result in the 
Entire CID Being Withdrawn
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Due to the limited grounds for challenging CIDs and the limited effects 
of successful challenges, in most cases it will be more advantageous to 
attempt to negotiate the terms of the CID with the issuing agency. Not 
only will this approach often produce a more favorable result, but it 
also allows the CID recipient (through its legal counsel) to engage in a 
dialogue focused on understanding the true scope and purpose of the 
investigation.
 
However, officials at the DOJ, FTC, CFPB, and other federal agencies 
know the broad investigative power with which their agencies have 
been endowed, and they are not going to agree to reduce the scope of 
their demands unless a reduction is clearly warranted. As a result, 
attempts to negotiate need to be approached strategically, and they 
must typically focus on discrete issues rather than broad complaints 
about the “burdens” of compliance. 

It May Be Possible to Negotiate the 
Terms of a CID, If You Approach the 
Negotiations Strategically
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As their name suggests, civil investigative demands are tools that 
federal agencies use to collect information during civil investigations. 
However, it is possible for a CID to ultimately lead to criminal charges. If 
a civil investigation uncovers evidence of criminal conduct – such as 
intentionally overbilling the federal government in violation of the False 
Claims Act – then the investigation can turn criminal in nature. In many 
cases, even parties that are initially treated as witnesses can end up 
facing the risk of indictment and prosecution if they inadvertently or 
unnecessarily disclose incriminating information to federal authorities.

With this concern in mind, securing the representation of experienced 
legal counsel takes on heightened importance. While responding to a 
civil investigative demand is itself a matter that requires deep legal 
insights and skilled legal guidance, individuals and companies facing 
CIDs need to be concerned about the potential future implications of 
the federal government’s investigation as well.

Civil Investigative Demands Can 
Lead to Criminal Charges
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While the grounds for challenging CIDs are limited, there are many other ways that individuals 
and companies can protect themselves during federal civil investigations. In all cases, the key to 
making informed and strategic decisions is to consult with an experienced federal defense 
attorney as soon as possible. 

EXPERIENCED DEFENSE COUNSEL FOR 
FEDERAL CIVIL INVESTIGATIONS 
NATIONWIDE

1. Assessing Your Obligations
When you contact Oberheiden, P.C. about your civil investigative demand, our attorneys will 
use their extensive federal experience to quickly assess your obligations, identify any grounds 
for challenging the government’s demands, and determine your next steps. As your defense 
counsel, we will guide you through all phases of responding to the CID. 

2. Communicating with the Investigating Agency
We will communicate with the investigating agency in order to determine the scope and 
nature of the investigation, whether you or your company is being targeted, and where there 
might be room to negotiate a reduced production obligation. If warranted under the 
circumstances, we will also file all viable challenges to the CID in federal district court. 

3. Representation in Matters Involving Auditors and Federal Authorities
We will approach the government’s investigation with the goal of protecting you or your 
company against civil or criminal prosecution, and we will do so as efficiently as possible. 
Relying on their centuries of combined experience in federal matters, our attorneys will work 
diligently and strategically to limit your production obligations while defending you or your 
company to the fullest extent possible. 

HOW WE CAN HELP
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(214) 692-2171
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This guide has been prepared for informational purposes only and does not constitute 
legal advice. This information may constitute attorney advertising in some jurisdictions. 
Reading of this information does not create an attorney-client relationship. Prior results 

do not guarantee similar future outcomes. Oberheiden, P.C. is a Texas law firm with 
headquarters in Dallas. Dr. Oberheiden limits his practice to federal law.


